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 Prerequisite: IS 101 Computer Applications & Concepts I is recommended but not required.
Course Description:

This course gives students a comprehensive view of what is involved in the field of computer and network security.  Topics covered include the types of threats to computer hardware and software, public key infrastructure (PKI), certificate authorities, the protocols and standards involved in establishing PKIs, intrusion detection systems, and the laws which govern aspects of computer security.
Student Learning Outcomes:
At the end of the course the student will be able to:

1. Identify trends in computer security and define the related terminology. 

2. Describe various types of threats that exist for computers and networks. 

3. Describe the various operational and organizational security aspects which exist in an organization and ways to harden network hardware and software and implement effective disaster recovery and business continuity policies. 

4. List various security issues associated with email and other web components. 

5. Describe the various roles people play in the security spectrum. 

6. Explain the basics of public key infrastructure (PKI) and describe the various protocols and standards involved in their establishment. 

7. Assess the impact of physical security on computer and network security. 

8. Learn the basic wired and wireless architectures and the associated protocols. 

9. Describe and explain the various intrusion detection systems. 

10. List and describe the laws that govern the various aspects of computing i.e. encryption, digital signatures, ethics, and computer access.

 
Major Topics:
	Top of Form

1.          Security trends

-          Threats to security 

-          Avenues of attack

-          Security concepts

-          Security terminology

-          Authentication

-          Security models

 

2.          Operational and organizational security

-          policies, procedures, standards

-          social engineering

-          electromagnetic eavesdropping

-          the role of people in security

       
 

       3.     Cryptography

-          public key infrastructure

-          certificate and registration authorities

-          digital certificates

4.          Standards and protocols

-          PKIX/PKCS standards

 

5.          Physical security versus network security

-          safeguards, access controls, authentication

6.          Network basics

-          architectures, topologies, protocols

7.           Infrastructure security

-          devices: servers, workstations, routers etc

8.          Remote access: process

-          IPSec configurations and security

-          wireless and instant messaging

      -          intrusion detection systems

-          host based detection systems

-          network based detection systems

-          signatures

-          security baselines

-          password selection

-          hardware and software hardening

9.          Attacks and malware

-          denial-of-service attacks

-          sniffing, spoofing

-          password guessing

-          email

 

10.          Web components

-          protocols: encryptions, web services

-          cookies, applets, plug-ins

-          software development

-          process models

-          secure code techniques

-          good practices

 
11.    Disaster recovery, business continuity and organizational policies

-          backups, secure recovery

-          security policies

-          code of ethics

12.          Security and the law

-          import/export encryption

-          U.S. versus non-US laws

-          Digital signature laws

-          Privacy laws

-          Computer trespass
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